
Pangkalan Data dan Transformasi Digital 
dalam Masyarakat 5.0:

Berubah atau Mati



Dalam hubungan dengan
● Tuhan: Ciptaan
● Sesama ciptaan Tuhan: Manusia Mahluk 

Mulia
● NKRI: Pancasila
● Industri 4.0/Masyarakat 5.0: Informasi

Siapakah kita?



Revolusi Industri 4.0 & Masyarakat 5.0

Industri 3.0: Dunia Fisik dan Siber adalah dunia parallel.
Industri 4.0: Dunia Fisik dan Siber adalah dunia terintegrasi.
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AArtificialrtificial
IntelligenceIntelligence

CCloudloud

BBlockchainlockchain

IInternetnternet
oof f TThingshings
/ People/ People
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Komponen BASIC Revolusi Industri 4.0
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19821982::  Farewell DossierFarewell Dossier, , CIA sabotaged Trans-Siberian CIA sabotaged Trans-Siberian gas gas 
pipeline pipeline resulting 3 kilotons explosionresulting 3 kilotons explosion..

2011-20152011-2015::  RSA Security Hacked,RSA Security Hacked,
40 million one time password secrets stolen.40 million one time password secrets stolen.
300 Oil Companies Hacked in Norway.300 Oil Companies Hacked in Norway.

20172017: : 2.6 Billion records stolen.2.6 Billion records stolen.
Business Email Compromise, $676 Million stolenBusiness Email Compromise, $676 Million stolen
Equifax HackeEquifax Hacked, 146.6M records stolen.d, 146.6M records stolen.

2005-20102005-2010::  BTC Turkish Oil Pipeline Hacked,BTC Turkish Oil Pipeline Hacked,
      resulting resulting explosion & fire for more 20 days.explosion & fire for more 20 days.
      Stuxnet attacked Iranian nuclear facility.Stuxnet attacked Iranian nuclear facility.
      Intl. Space Station infected by malware.Intl. Space Station infected by malware.

20162016::
SWIFT Hacked, The Central BankSWIFT Hacked, The Central Bank
of Bangladesh Lost $101Mof Bangladesh Lost $101M

2018: DDoS Attack, 1.7 Tbps traffic flooding.
            Google+, 500K users data at risk.
            Facebook Hacked, 50M users affected.
            Pentagon Hacked, 30K records stolen.
            SingHealth Hacked, 1.5M records stolen.
                   Hackers Massively Bypass Two
                   Factors Authentication. MORE

FRAGILE“Cybercrime ecosystem profits $1.5 trillion in 2017.”
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Industry 4.0 Revolution in Fragile Environment
Example of Identity Theft Victim



Industry 4.0 Revolution, Challenge:Industry 4.0 Revolution, Challenge:
Agile in The Fragile EnvironmentAgile in The Fragile Environment

Success Factors:Success Factors:

E-FASTE-FAST
EEfficientfficient
FFocusocus
AgileAgile
SSimpleimple
TTimelyimely



Solusi: Revolusi Pola PikirSolusi: Revolusi Pola Pikir



“Rasa Aman Berbahaya.
Rasa Aman Membuat Kita Lengah.”

~Gildas Deograt
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